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ABSTRACT

Instant messengers have become essential communication tools, widely used across varying platforms. The digital traces
from user activities provide critical evidence for forensic investigations. However, differences in operating systems, storage
architectures, and encryption techniques lead to variations in how data is preserved and what information can be collected
from each messenger, which requires forensic investigation strategies tailored to each service. This study systematically
compares 15 major messengers by examining storage locations, security mechanisms, artifact types, forensic tools, and data
collection procedures. It analyzes the location and characteristics of artifacts based on platform environments, evaluating how
combinations of tools and collection methods affect the scope of data recovery. By categorizing service-specific approaches
and identifying technical constraints, we establish a forensic workflow adaptable to different platform environments. These
findings necessitate standardized forensic procedures and the development of automated tools. Ultimately, we aim to design
versatile analysis strategies applicable across a wide range of platforms and operational conditions.
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Fig. 1. Framework for the digital forensics of online messengers. Three-step process:
definition, data acquisition from various sources, and artifact analysis for evidence extraction.
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Table 1. Structured categorization of online messenger forensic artifacts by user activity type in the

existing forensic literature

Activity Type Description
Creation Artifacts from creating an account
Account Deletion Remnant data after account removal
Authentication Session tokens or login/logout records
Text transmission Metadata of text messages that are sent or received
Media transfer Storage and logs of file attachments(images, videos, etc.)
Message Group participation Artifacts from joining or leaving group chats or channels
Deletion Traces after message or file removal(local/cloud)
Ephemeral messaging Temporary data from disappearing message features
Access & Device modification Changes due to rooting or jailbreaking
Bypass Lock bypass Logs from screen unlocking bypass attempts
Anti-Forensic Reinstallation Attempting to delete residual data with app reinstallation
Cache removal Attempting to erase artifacts by clearing logs or caches
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Table 2. Platform availability of 15 messenger
applications of our choice. Mob, Win, Mac, Lin,
and Web denote mobile(Android & i0S),
Windows, macOS, Linux, and Web browser,
resepectively.

Platform
Messengers : -

Mob | Win | Mac | Lin | Web
Discord (6] v v v v v
Element (7] v v v v v
Facebook (8] v v v x v
Kakaotalk (9] v v v x x
Line (10) v v v x v

Microsoft Teams
(11)

<
<
AN
<
<

Naver

Band [12) A A A B B
Slack (13) v v v v v
Signal (14) v v v v x
Telegram [(15] v v v v v
Threema (16) v v v x P
WeChat (17) v v v x x
WhatsApp (18) v v v x v
Wickr (19) 4 v v v x
Wire (20) 4 v v v x
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Table 3. Category of varying digital forensic
tools for messengers by target and purpose

Target Purpose Tools
Belkasoft Live RAM
RAM Capturer (21],
Memory | acquisition | FTK Imager (22],
WinPmem (23)
Analysis RAMAS (5]
File Autopsy (24),
) system Magnet AXIOM (25],
Disk parsing Paraben E3 (26)
Analysis X-Ways forensics [(27)
Oxygen Forensic
Data Detective (28],
acquisition | UFED (29),
XRY (30)
. aLEAPP (31],
Artifact - driller (32),
Mobile | PAT5IME ADB [33)
Physical
Analyzer (34],
Analysis XAMN (35],
XEC Director (36),
Kiosk (37],
Magnet Acquire (38)
Bring2lite (39],
Biiiery FQlite (40),
SQLECmd (41)
SQLite DB Browser for
SQLite (42],
Analysis Forensic Toolkit (437,
KS DB Merge
Tools (44)
Browser History
Data Capturer (45],
acquisition | Browser History
Browser Examiner (46)
Analysis Browser History
Viewer (47]

t}. SQLite DB¢} 44 s}l DB Browser for
SQLite =& Oxygen SQLite Viewer & o|%&
3 u 25 EAg ) ARAE A e
Browser  History  Capturertt  Browser
History Viewer & S3€ Z77} AM-E©H,
Magnet AXIOM, Paraben E3 %<& £3 x4

% oleldES 2Aseleh Table 4.4 A2 107
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-rd/cache 722 JSON 714¢} SharedPrefere
-ncesE 5 WAA 2 AR ARE A 5
glom 24| wWARE 246l AAE A ekerh. Wi
-ndows°lA= %AppData%\discord\Local Sto
-rage\leveldb 429 LevelDBS} JSON +%%
o Ad AR AAE 5L 4 ok Autops
-y, FTK Imager®} 22 224 =32 i 42
= A FAsAY, strings WEHE Ei HE
EZ A2 IDE 35 4 itk LinuxolAs
Wwe ©z2 25 JSON AA ez A8 1D,
A 1D, #HAA 4 A3 543 5 9lrl 202
14 °]¥ Electron 7/ F+2& fA5l2 3le] H
A 7k ole|AE AR 927} kA Ao}, 202349 4
dlo] Bl A Al AAe] ZrsiEe] Ftg dlo]
Ee] 2E Azte] ©5E el 4] el = Index
-edDB¢} LocalStoragedl Al Efo] Zol%-
o] Fo = AkR3lH, ol= Al sle]AA e Y 24
2 285 4 9lrh(49).
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Table 4. Platform-specific forensic investigation for 15 online messenger applications: storage structures,
security policies, and research gaps(§ 5.16 provides a comprehensive comparative analysis).

Messenger | Platform Storage structures Security policies Ref.
Android JSON cache, SharedPrefs No E2EE: no recovery: plaintext creds (48)
Windows | LevelDB, AppData cache No E2EE: cache/session data in plaintext (48)
Discord Linux In-memory JSON No E2EE: residual data persists (61)
IndexedDB, LocalStor
Web nadexe - ocaistorage. No E2EE: tokens persist post logout (49)
CacheStorage
Element Windows SQLClpher‘ DB, IndexedDB, E2EE: keys in Credential Manager (50)
Local/SessionStorage
Facebook Android SQLite DB, Media cache No E2EE; deleted messages recoverable (53,54)
aceboo
Web Cache, IndexedDB No E2EE: plaintext session (51,52)
Windows | Encrypted .edb DB No E2EE: deleted messages decryptable (55,56)
Kakaotalk SQLCipher DB. Encrypted
macOS QLClpher DB. Encrypte AES-256: partial deleted data recoverable | (55)
multimedia
L Android | Plaintext SQLite, User data No E2EE: partial recovery varies by tool (57)
ine
Web In-memory prefs, IndexedDB No E2EE: plaintext creds (51)
Android SQLite DB, SharedPrefs No E2EE: some tokens retrievable (58,59)
i f
1%4;222“ 108 SQLite, JSON, Keychain No E2EE: auth in Keychain (59)
Windows | IndexedDB, AppData cache No E2EE: plaintext logs & chat flags (58,59)
No E2EE: plaintext tokens: deleted
Naver Android | SQLite DB, XML, Media cache ? plaimtext tokens. defete 60)
Band flagged
Android LevelDB(WebView) No E2EE: minimal deleted data (48)
Slack Windows | LevelDB, AppData cache No E2EE: plaintext artifacts [48)
Linux In-memory JSON No E2EE: secure memory design (61)
Signal Android Encrypted SQLite DB, Profile EQEEZ PIN-derived key: deleted may 62)
images linger
hed.db, -config.xml, Medi . .
Android Cached.db. Userconfig.xml, Media Mixed: plaintext & E2EE(secret chats) (51,65)
folders
Tel E ted tdata, in-
clegram Windows nerypte aka, - mmmemory No local storage: memory only (64)
JSON
Web IndexedDB, LocalStorage No E2EE locally: volatile memory (51.63)
Threema Android Encrypted SQLite DB E2EE: AES-256: client-side key (62,66)
WeCh Android SQLCipher DB, Media folder No E2EE: Encrypted DB; secure-delete 67)
eChat
Windows | SQLCipher DBs, FileStorage Encrypted DB journal overwrite (67)
7 SQLite DBs in LocalStat
Windows QLite . s 1r1 ocatstate. SEE encryption: E2EE in transit (68]
WhatsApp nondb_settings®.dat
Web IndexedDB, LocalStorage E2EE: AES-128: HKDF'; server salt (68)
SQLCipher DB, GCM blob
Android QLClpher | . oS, E2EE: AES-GCM: auto-login via device ID | (62)
Encrypted media, Plaintext logs
Wickr SQLCipher DB, .wic key,
Windows | Encrypted attachments, Plaintext E2EE; AES-CBC attachments (69)
logs
Li ki LevelDB 1
Wire Windows SQLite cookies, Leve 08s. E2EE(default): local session artifacts (70]

Plaintext logs
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2] ¢4 3ol HE deole £ A A4
g}, Android 3734 = /data/data/jp.nave
-r.line.android/databases/ 7422 SQLite D
-Bell #AA 2 AREAE ARIF i Heo® A
A5tk DB Browser for SQLite, Autopsy %
o] 42 naver_line DBE A&7y, ADBE
3 FEHE 7714 AR FET 4 Qlek A v
t]e] s}el& /sdcard/Pictures/Line/ 7ol 7l
AR EAEE, AR Aledle AkEste A9t ol
4 oAM= AA A5 v re]el AREAL 7‘417}
dAA o= EAfsle], vdise g er AR
t}(51). AHEE EAlX =3 (Belkasoft, Oxygen
Forensic, MOBILedit)ell we} &7 AE x| A

271 whAEhe | 20184 o] F WA = A A
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A Ao] 7}stz|o] AMA| WA EBF-go] Fhagct
5.6 Microsoft Teams

Microsoft Teams®= 7|24 2 TLS¢ SRTP
= ARgEt] AE F ol E dasteiA|nt, E2EE
= Teams Premium 7|22 2021 129%¢
111 53bel el Aoz AFE 7]dxow
v A sbE o] it wheba] o iie] oduk ARga) 3t
AollA= E2EE7 A85A] ¢4=th. Android, i0
-S, WindowsE 23t clefgt 23 AA A T5
o7 SQLite 714ke] dlole] A wbAlS AN
t}. Androidel*+= /data/data/com.microsoft.
teams/databases/SkypeTeams.dbel A&} A
A ARt AAEH, Hee® AL 7Fsdlth. DB
Browser for SQLite, Belkasoft Evidence Ce
-nterg ¥ DBE I3, ADBE o83 &
g4 Hz= doleE 5 4 9tk i0SE Doc
uments Zv] W SQLite9} JSON I}l dlo]g]
7b AAEE, Qg AR= Keychainel 3.8}
A= Aoz FAFC59). Windowsel &
%AppData%\Microsoft\Teams\ 22| Index
-edDB¢} Cacheell 272, A8 712 3 Arr}
EAete, AHA wAR e Ee ot wd=Th(58,5
9). 20209 o]F WA¥E= A F27} Chromi
-um 7[Hke 2 W7d=e] Electron o EHA] =+
83 Mol A oln, 20221 idlo] EellA
= 21 HE 7|zte] @EESI E2EE7) A4-5A|
oot 24 ofe|AE B slgAe] Eoh

5.7 Naver Band

Naver Band¥ E2EEE A|¢s}#] ¢ton] 7]&
e ooy HE e AE AS dasnt 4=
t}. Android 3H4el4+= /data/data/com.nhn.a
-ndroid.band/databases/ 7 ®2¢] SQLite DB
o XML #td& 53 A", W= AR access to
-ken 5% ##<}H60). DB Browser for SQL
-ite, Autopsy s AH:-ste] DBE sstAY, AD
BE &8 FHE 71714 dHeolgE F52T + 3l
o} "Ye] Hde /sdcard/NAVER_BAND/ 7
2ol AMAR EAIBIH, wAA = FECZ A
EIoky A tF-2e] delel7t AA AR, A A

E3 A3 4 glr}. access_tokene SharedPr
-eferencesell ¢a3EA] o> AR A o] A
A stelAFde] 9ol &gt 20191 o] F WA
ol e o Bele] U ZslEglont, FE ey
HEE o] Yol i slxuoigle] vlwd 4
olsit}, Al B4 Al A4 WAA], T gR=
o]y A&zl ¥ TaE wlwA A F7E

et

ol

5.8 Slack

Slack 2018 FAAH o2 E2EEE 3314
Us ozt Adlglen r|EACw AHE F o
A7 Al tzsiwt Alggic). Al EKM(Enterpris
-e Key Management)E Al-g3le], AWS KMS
of AR 1A A 712 WA 9} S ekt
< JEE 3} gy EKME E2EE7} obd A
W & ghss 7kst wAelmE, EAAoR Slack
A= wlAA] WSl A2 7Fsslel. Android 3t
7ol WebView 7|Mk2Z /data/data/com.sl
~ack/app_webview/ 729 LevelDBell A=}
o} wAIA] AR AR (48], 2119l o] F o}
HAEer} AX=Er DB Browser for SQLitet} str
-ings ®WEHAAR dF AHgA D9 WA WSS
HEloZ F= 4 vk WindowsollA= %App
-Data%\Slack\ A2 LevelDBe} 7 Aol w4
2, gd 2ot EAEk, A WARlE AL E
%7 9=t} LinuxelMe wlxe] gZoa] AR}
A, wlAA] So] JSON Fx=2 vehtn] AAA
W7 AR wmed AAREA] $dEE = k6
1). Slack Electron 7|¥tez F5Eo] 9low
Chromium 7HA #+&% Wt} IndexedDBe} L
-ocalStorageol| A EFo] A& s5Ale] 3l
t}. E2EE7} AEHA oo} HE oleHE B 7}

$40] e},
5.9 Signal

Signale 34 E2EE7}F 7|20 2 A8EE wal
A=, ApA 73k Signal ProtocolS ARE-3le] w2
= vAAS} B3E dEsigit). viAA] sk
ARE2Ee] 7171 A E | Signal M= wIAIA]
ol A3 4 ¢lE A2 24 (zero-knowledge)
ol7| A& F&sla 9lrh. Android 734+ /d
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ata/data/org.thoughtcrime.securesms/datab
ases/signal.dbell AES 9337} 443 SQLite

DB7} AMEsv], ARgAl =2 o|u|x|g} e ol
A= we g A (62). B353E Ysire A

4271 A4 PIN# Android Keystoreel A%
5l 77} Z23be, sqlcipher W ol A2g 23
HES 58 715 53 ¥ DBE 553 + 9l
o} 2HA1El AR = WAL shdolul wmefo] o5
2} 3lo1} Signal®| “disappearing me
o] B4FE A AE A7} AeH
o] F MAFE = Hlo] H& 7slE o]
715E A vZ2AE T 750l
on 202449 39l *}J‘LXV} Az s s
T e 7lsel =4

2~

235} 2

T =
-ssages” 7|%
o} 20204
TRk BA]
719
71 AR e R FAE 4+
e}, b o2 E2REE7}F 748hA 2E=e] xHA]
A4 o] =7} w9 o}

5.10 Telegram

Telegram-< 7|% Cloud A¥elxE E2EEE
A2 dom “Secret Chat’elgl= A¥A E2
-EE 7153 Alggc}t. Secret Chat AP}
TEoZ BA3}soF she 1:1 distellwt AME b5
s, 5 A"l A™LEHA =tk Android
g7 /data/data/org.telegram.messeng

-er/ 7422 cache4.db, userconfig.xml& E3i
duk A" Edo] rhgsled, 2F EHUA =FZ D

-B 3MAle] 7153tH(51,65). Secret Chat2 E2E
-E7} A4Ee] 2 AAEA ¢ong Ao &
7Fsslel. WindowsellA+= %AppData%\Telegr
-am Desktop\tdata vl &3t A AR
7b A= Ad Folutk v ReloA HARE &
& 4 9lrh64). f £F Al tF-Ee] uloler) 4
At 9 #AeA= IndexedDB} LocalStor
—age°ll Q15 ARAF A WA A] Bt A E
A =th(51,63). Telegrama MTProto 2.0 =

EZS AMEEH, 2 iAol = A Ae] AA

2 ==

o] 7}3tEgict. odul Cloud M€ E2EE #lA&
o2 FlA B4 o]z} Yo} Secret Chat
& BAlo] Brhssl,

5.11 Threema

Threema+ 7|42 2 E2EE7 A4=& WAl

A2, NaCl &4~ o]
ECC ¢332 A8310, 2E o353y} Selo|dlE
ZollA alEe] A E A 327 wAIA &
B335 5 glth. Android #7el4E AES-256
o2 <+uslEl SQLite DBl wAIA7}F AHAb=w
3315 98l4+= Android Keystoree| 2u%
QL 717k Faste] FZo] vl o5ivh(62,66). &
oF AW glo] Feto|dE 7 7] w3k WHAS Al3)
o, A3 A 5o Hel )5E AlFs
20224 109 ETH Zurich d7de] Z2eZ
A& gl o} Threemaw Z-2 & 114€ A=
¥+ Ibex” ZREZS FA5tY A 7|E

Bzg] 7kl 256-bit
x3hgt

2~
T

T-(62,66)% Thex E4] o4 WAL o g sfm
2 33 vjAe vl EAL du A7 At} I
Alol7k gle}. e B2EES} Zefolal= 5 7] 3
2|2 ol EaA] #A] dol ek Al et

5.12 WeChat

WeChat2 E2EEE A3l o
F TLS w4l Tencent?} 7¥et A2 MMTLS
ZREZS A HE F gt A F
o Balol] fX|te] T A -2 AL} dlolE] 84
of &3lof = WA %7} vl Android9} Win
-dows EFl4 SQLCipher®Z %33ty DBZ
A3 | AndroidelA+& /data/data/com.tenc
-ent.mm/MicroMsg/¢] EnMicroMsg.db, Win
-dowsdllAl&= Documents\WeChat Files\¢] M-
SG.dbell wAA7} A2k (67). SQLCipher D
-B B335 ¢JeiA+= IMEIS} UINS =33t 717}
JasARE, g 7] A dae|Fe] IR ol
Python 23y EY AxE =75 0|43 H53lE
F3& 4 9loh Al Al secure-delete’} ZE-F
A%, WAL hdolu 1Al Al A4 A5 dlo|e]7}
ol 57 A7} ik, miv]e] shel FileStor
—ageol W= AAEW, ¥ Zae IESL S 9l
t}. o]%F DB stmst wiAe] AstElglovt, E2EE
7} ALE A ¢ko} Tencent AW ellA] wlA|A] UL
A 7Fssich.

A E

5.13 WhatsApp

WhatsApp< Signal Protocols ARg3sfe] =
= WAA, 53, 3 lgdele 7822 E2EER
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Z A3 20164 4% Open Whisper Syste
-ms?} g3l A FAlo| Wig E2EEE k=53
t}. Windows ¥4 l4= %AppData%\Roamin
-g\WhatsApp\LocalState\ =] SEE(SQLIit
-e Encryption Extension)® <¢t&3t% 7719 D
-B¢} nondb_settings*.dat ¥}do] AA=w &
33} 717} nondb_settings®.datell °]F ¢33} =
o] AR} olovt AxH EFE 53 7] FE0l
7Fssiet. 4l 7 el4= IndexedDB9}F LocalSto
—rageel AES-128-CBCZ t&3tdl w47} A
A, 5535 dslMe AHEFE saltE ot
of atE 2 e xEiql AHo] oJrh(68). HE F E
-2EE7} A-45¢] WhatsApp AHE wlA#] W4
of A& 4 glrh. 2021%€ E2EE #g] 750l
Aeidor AFen, AL BA438kA] gow
N2 s A etk 4H3 E2EES 24 o
33t ALEY 7] 5 b Ay FHeRdew
s EllA A dolEw w2 il st

5.14 Wickr

Wickr BE WAR], 53k} 3t el s
256-bit E2EES 7|2° g AHL3sln AR Ez|x
= 0}7]1241;‘(_]_3_ Eg AWSZAE WA#] W&o A
T JEE AAEH HAAER 243 AE
-S 715 AAsta, Diffie-Hellman €341 7]
AFHECDH521)& &3 Az 718 w3k}
Android @ Windowsel4 SQLCiphere} AES
-GCM 718t o] o+33}E #&3ltt. Androidel
Ae .db Fd 9el= wic 7] I, ¢33HE vy
o, i B Fo] EAE, A 2adls HEl d
-evice ID 7|4t 7] =7} $33=5cb(62). Windo
-wsk AR 25 23 9len, SQLCipher =
79} 7128 Python ~3HPEE A}g3te] DBE
Eo3tg 4 glovt, 7] FFo] wg I7ch69).
A% F R2RRE7} 712 4490 w3 202149 AW

-S gl o] & Am|AHE- Wickr Met 20234 129
Faslo] Aulz 2do] 719 2 A¥2 + st
5.15 Wire

Wirew ZE wlAA, A9z F gded dis)

E2EEE 7]#o=2 A43b9, Signal Protocols
7o g ERiHod #3383 Proteus TREIFS

A}, Proteus+ Curve25519, ChaCha20,
HMAC-SHA256 &ae]&s AHsle, 54 2 o
A E3l= PFS(Perfect Forward Secrecy)& A
93hk= WebRTCZ $tE3%ch Windows Z2}o]
A Ex %AppDataZ% \Wire\ el Cookies(SQ
-Lite), IndexedDB/LevelDB, 21 % 27 o}
gHEeZ AAst EF (DB Browser for S
-QLite, Electron XA =)= vletuo]e] o}
A #HE olgHEE 28 4 9lt}h. Cookiesol
A= AAd/ZEdA olgdER FE rinfo]x~ 3
7gollAl Zo1el Ajee] 7?*?5}‘4 70). 20174 Kud
-elski Security®} X41 D-Sec®] &5 Wb A}
oA AN An| o]grr}t Fel=Ela AN, A2
Ao Wirew Zdx E2EES AAlste, 24 A
A olgldE Felel 2 2yl AR Bl 9
o] a4l A e|r}.

2 Gk vutelz sy &AW g gle] =
2, ZeteldE olgdErtog AZlE Avht AT
Ea & Frh B7 dolme (1)

AL WL (1E/Ad/mAD), (2) 22 A

= (SQLClpher DPAPI, 714141, Al
A g BEE AE) (3) FAF ALGG0S Mzuhs
FNA A A AA s] A oz AAHC) Qi
-gnal, Threema, Wickr AW E2EE 7]&3}
74 24 35 g HA dolke] $1x3t}t Whats
-App, Element, Wirex E2EE 7]%o]x|ut W
A, AA oleFE, weelE A AR wAE
Agstez A dolxg R} Telegram, Kakao-
Talk2 A€ E2EEM|E i3} 7utsiez o
v YelA F dol=R ER3TE Facebook Me
ssengert= 1:1 E2EE 7|&e|n 1§, dF 7]5l
of|e]7} o} F7kFel Erb. LINES Letter Seal
ing(E2EE) 7]¥ols 7|53 WA mel <27}
EAlsle, Zel= ZalA ofFHAR A ofgdE
B4 oJx]7} 9let. Slacke EKM 5 @23 ¢35
32 AlgsiA AAE E2EES AlesiA] $on
2, Discord®} 7 A wdo|=el 7P} & =
A AAGE A A BT el E Ee R Zh HAlA
o xallA FA A 7SS Bkt ol &
A 718 AAE 7EeR & ez B4 ¢

=91 AA &8 7kt

rir
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